Real-time Monitoring, Fall Detection, and Emergency Notification 10T-
Based System for COVID-19 Patients Using Biomedical and Environmen-
tal Sensors

Rawnag Maher Afram”
Ministry of Education
rawnagmaher@yahoo.com
Abstract

Many patients, particularly the elderly, disabled individuals, those infected with COVID-19, and
people living in isolation, require immediate care to prevent life-threatening situations in medical
environments. Real-time monitoring ensures safe patient surveillance, enabling quick responses to
emergencies. This paper presents the design and implementation of a real-time monitoring system
that utilizes Arduino, mobile phone devices, and loT-enabled biomedical and environmental sensors
to measure heart rate, SpO2, body temperature, air quality, humidity, and detect falls. Wireless
communication facilitates the placement of sensors anywhere, enabling real-time notifications via
loT and mobile networks. Arduino, Android Studio, and XAMPP are integrated into the proposed
system’s architecture, overcoming the limitations of previous systems by providing greater flexibil-
ity, portability, and accuracy. The biomedical sensors were validated against medical-grade devices
and demonstrated high accuracy. Heart rate readings showed a 98% correlation, SpO2 levels had an
average error of less than 2%, and body temperature measurements deviated by only +0.3°C com-
pared to standard clinical thermometers. Additionally, the environmental sensors effectively moni-
tored air quality and humidity, issuing alerts upon detecting significant deviations. When anomalies
in air quality occurred, the system successfully generated emergency notifications with a 95% accu-
racy rate in identifying hazardous conditions.

Keywords: 10T, Real-time Monitoring, Emergency Notification, Biomedical Sensors, Environmen-
tal Sensors, Fall Detection, COVID-19, Arduino, Android Studio, Wireless Communication.
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1. Introduction

Traditional systems that rely on wired con-
nections and human assumptions are inade-
quate for meeting the needs of real-time
health monitoring, especially in addressing
COVID-19 and its variants, particularly for
elderly and disabled individuals. Currently
available health monitoring solutions tend to
be inflexible, complicated to set up, and fail
to provide a comprehensive view of a pa-
tient’s health and living conditions. Systems
requiring manual supervision or wired con-
nectivity pose challenges, especially in re-
mote or resource-limited locations [1,2].
Monitoring vital signs is critical for in-time
identification of a health decline. However,
current approaches often make patients travel
to healthcare facilities or employ inconven-
ient devices. Additionally, other environmen-
tal factors like air quality and temperature
have a significant influence on the health of
patients, especially for those with respiratory
diseases. While the use of wearable sensors
and mobile applications has led to some ad-
vancements, most of the solutions do not of-
fer real-time data collection or end-to-end
smooth communication and notification
methods [3].

Hence, this paper presents an Internet of
Things (loT)-based system that aims to over-
come these challenges. The proposed system
integrates biomedical and environmental sen-
sors with real-time monitoring and emergen-
cy notification. In the proposed system,
emergency cases can be handled immediately
based on the programmability of Arduino and
the communication capabilities of
smartphones to provide constant monitoring.
This new approach combining functions
while reducing the limitations of traditional
methods, may lead to better and more patient-
oriented care in a post-COVID-19 era.

2. Related Work
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Numerous researchers have explored fall de-
tection and health monitoring using 10T tech-
nologies. The following paragraphs present
several related works that aim to address the
gap in designing and implementing a com-
prehensive system for monitoring COVID-19
patients.

Kakria et al. [4] proposed a smartphone-
based system to achieve real-time heartbeat
monitoring; however, the system was based
on basic communication methods, resulting
in a low degree of flexibility and robustness.
Chiarugi et al. [5] developed an loT-based
environment monitoring system which also
covered parameters such as air quality and
humidity. However, none of these systems
involved biomedical monitoring. Lee et al.
[6] designed a fall detection system using
smartphone accelerometers, which effective-
ly sensed motion but struggled to integrate
additional health metrics like oxygen satura-
tion and heart rate.

Horta et al. [7] discusses ways to address fall
prevention using biofeedback monitoring,
focusing specifically on wearable devices.
Although successful, these systems did not
have real-time emergency notification capa-
bilities. Additionally, Ajerla et al. [8] pro-
posed frameworks for automatic accident and
fall detection, but they are not implemented at
the physical level in combination with envi-
ronmental monitoring or vital sign tracking.
In 2022, Hasan K. Naji et al. [9], have pro-
posed a design and implementation of a sys-
tem prototype that helps workers in the medi-
cal field detect and monitor COVID-19
symptoms by measuring vital signs. They aim
to avoid patients’ hospitalisation in the Inten-
sive Care Unit (ICU) by monitoring the pa-
tient's vital signs like oxygen saturation, body
temperature, and heart rate all the time. In
their proposed system, they used Max 30100,
DS18B20 sensors, and ESP8266 microcon-
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troller, where all components are placed in a
3D printed bracelet. The Raspberry Pl has
been used to analyse, process, save, and dis-
play the vital signs data.

In 2024, Celine Khai Shin Lim and R.
Dhakshyani [10], have proposed an loT-
based system that integrates a health monitor-
ing system with a fall detection system to
monitor the state of the patient remotely. To
implement this system, they used the
ESP8266 microcontroller, temperature sensor
(LM35), pulse oximeter sensor (MAX30100),
and accelerometer (MPU6050). The data
from sensors is uploaded to a dashboard that
is developed on BLYNK for monitoring. An
SMS message can be sent by a fall detection
system to the phone of the caretaker if a fall
occurs. The system is cost-effective and can
support low-income families with a portable
healthcare device with high accuracy.

The primary limitations of current systems
include fragmentation, where most solutions
address specific aspects of health monitoring
without offering an integrated framework.
For example, environmental monitoring sys-
tems often ignore biomedical data, while fall
detection systems lack integration with con-
tinuous monitoring of vital signs. These
fragmented approaches lead to inefficiencies,
increased costs, and limited applicability for
vulnerable populations, particularly during
emergencies like the COVID-19 pandemic.
This work is an attempt to overcome these
limitations as it introduces a complete solu-
tion that integrates healthcare monitoring
with a fall detection system which can help in
improving the life of the patients.

Table 1 below compares the proposed system
with traditional healthcare monitoring sys-
tems to highlight advantages and limitations.

Table (1) : Related Projects

Similar related work

Strengths

Weaknesses

How this work is different

A Real-Time Health Moni-
toring System for Remote
Cardiac Patients Using
Smartphone and Wearable
Sensors [4]

- Tracking patient
location is supported
- Measuring blood
pressure

- Ability to diagnose
diseases like brady-
cardia, tachycardia,
hypertension, hypo-
tension, fever, and
hypothermia

- High (hundreds to
thousands of dollars
per device) depend-
ing on the devices
used

- System sends
alerts but are not
fully automated

- No SpO2 level
measurement

- No environmental
Sensors

- Very low (under $50 for
the full system)

- Instant alerts via loT and
mobile networks

- SpO2 level measurement

- Use environmental sensors

Measurement of heart rate
and respiratory rate using a
textile-based wearable de-
vice in heart failure patients

(5]

- Measure heart rate,
respiratory rate, SpO2
level, blood pressure,
and body weight at
home

- Ability to detect
early decompensation
episodes

- Requires complex
installation and reg-
ular maintenance

- No alerts

- No temperature
measurement

- No fall detection

- No environmental
Sensors

- Easy to install, wireless,
requires minimal mainte-
nance

- Instant alerts via loT and
mobile networks

- Temperature measurement
- Fall detection

- Environmental sensors

A real-time fall detection
system based on the accel-
eration sensor of
smartphone [6]

- Tracking patient
location is supported
with 3D information

- No temperature
measurement
- No SpO2 level
measurement

- Temperature measurement
- Environmental sensors
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- No environmental
Sensors

Ubiquitous mHealth Ap-
proach for Biofeedback
Monitoring with Falls De-
tection Techniques and
Falls Prevention Methodol-
ogies [7]

- Fall detection and
fall prevention system

- No environmental
Sensors

- No SpO2 level
measurement

- Environmental sensors

A Real-Time Patient Moni-
toring Framework for Fall
Detection [8]

- Fall detection using
sensors

- No temperature
measurement

- No SpO2 level
measurement

- No environmental
Sensors

- Temperature measurement
- SpO2 level measurement
- Environmental sensors

Software Implementation of
a Smart Bracelet Prototype
to Monitor Vital Signs, Lo-

- Tracking patient
location is supported
- Components are

- No environmental
Sensors
- No fall detection

- Remote, real-time monitor-
ing via smartphones
- Fall detection

cate, and Track COVID-19 | encapsulated ina
Patients in Quarantine Zone | wearable smart brace-
[9] let

loT-based health monitor- | - Using MPU6050
ing system for COVID-19 | accelerometer
patients incorporate with
fall detection system [10]

- No environmental
Sensors

3. System Design and Architecture
The proposed system comprises four key el-
ements:

a) Hardware Components : The
MAX30100 (heart rate and SpQO2),
MLX90614 (body temperature),
DHT11 (air temperature and humidi-
ty), and MQ135 (gas and air quality)
sensors are integrated to provide
comprehensive monitoring of bio-
medical and environmental parame-
ters. The Arduino NodeMCU micro-
controller connects to the server via
Wi-Fi modules to ensure real-time
data transmission.

b) Android Operating System (OS):
An accelerometer in smartphones is
employed to implement data to detect

d)

ers and medical personnel [11].
Database Server: The MySQL data-
base is  maintenance-free  via
XAMPP, where all the data received
from the sensors is stored. The server
plays an essential role in storing a
copy of all historical data, which al-
lows for analysis and monitoring
from different geolocations. This ar-
chitecture allows scalable and safe
patient information storage.
Webserver (PHP, HTML): The pro-
ject has a web-based dashboard
based on PHP and HTML. It is an
interface designed to grant authorised
users access to both real-time and
historical patient data, enabling live
visualisation and remote decision-
making.

- Environmental sensors

falls. The application sends emer-
gency alerts through SMS and visual-
ises sensor data in real-time with an
IE-friendly user interface for caregiv-
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3.1 System Architecture

The system architecture is designed to inte-
grate multiple subsystems seamlessly. The
biomedical and environmental sensors are
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connected to the Arduino NodeMCU micro-
controller, which processes the data and
transmits it to the server via Wi-Fi. The An-
droid application interfaces with the server to

alerts. Figure 1 illustrates the flowchart of the
proposed system emphasising the interaction
between hardware components, the database
server, and user interfaces, and Figures 2 and

3 show the connection of sensors with the
NodeMCU microcontroller.

retrieve and display real-time data. Emergen-
cy notifications are triggered by predefined
thresholds or detected falls, ensuring timely

Start

Y

Reading data from Heart beat, SPo2, Body
temperature, Air quality, Air temperature, Air
humidity and Accelerometer sensors

A 4
send sensor data over Internet
to website
{ ' 1
Sosek tos stnoihal check for fall detection
measurement
___no-¢C T MY sbnonne: IF fall is detected >NO—
reading
Yes Yes
| l ]

Send emergency notification
over Internet to the website
and SMS via GSM

Figure (1): Flowchart of the proposed system
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Figure (2) : NodeMCU with Heartbeat, SpO2, and air quality sensors

Figure (3) : NodeMCU with body temperature, air temperature and air humidity sensors

The architecture is highly modular, allowing for easy addition or replacement of sensors. It incorpo-
rates redundant communication paths to ensure reliability. For example, GSM communication acts
as a backup for Wi-Fi, guaranteeing uninterrupted service during network outages. The system also
supports bidirectional communication, enabling remote updates and configurations.
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Three environment
sensors
Arduino

Three biomedical
sensors attached to
human body

Send Emergency
Notification by
GSM

1

i‘_,
Web Server and
Database Center

Internet

Smartphone put to
patient's pocket

Web Browser and ~ Web Browser

GSM Client

Figure (4) : Overall proposed system architecture

4. Implementation

4.1 Programming Tools

The system was developed across multiple
programming environments to ensure robust
functionality of all components. Data collect-
ed from the sensors was transmitted wireless-
ly to other system components through pro-
gramming the NodeMCU using the Arduino
IDE. An exclusive smartphone application
was developed using Android Studio to re-
ceive real-time information from the
NodeMCU. Using accelerometer data, a fall
can be determined when it has happened and
an emergency notification is sent through
SMS. The database and web server environ-
ment, XAMPP, a lightweight and versatile
server solution, was used to configure the
system for seamless data storage and retriev-
al.

4.2 Integration Process

The hardware connections design process:
connecting the NodeMCU with the sensors
to make sure it collects data accurately and
transmits it. The Maximum30100 sensor
module is calibrated with other MLX90614,
DH11 and MQ135 modules. Wi-Fi was used
to wirelessly transmit the data from these
sensors to the database server. The Android
application was used for monitoring, display-
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ing the live data and sends notifications to
emergency contacts on error detection. A web
interface designed in PHP and HTML has
been developed displaying sensor readings
and enabling caregivers to access patient in-
formation remotely. This system does not
deal with sensitive data like in Protected
Health Information (PHI), where it focuses
on real-time monitoring and fall detection for
elders and patients. Anyhow, the system pro-
vides a decent level of privacy, where infor-
mation from sensors is securely stored in the
database with proper encryption and backups.
5. Results and Discussion

Testing was conducted to ensure the system’s
reliability under various conditions. Each
sensor was tested in a controlled environment
to evaluate accuracy and response time. Sim-
ulated falls were used to assess the reliability
of the fall detection algorithm, ensuring no
false positives. The network stability was
also assessed to ensure that communication
between the hardware, the database and the
smartphone application was uninterrupted.
Analysis of the results showed that the sys-
tem accurately detected all the required pa-
rameters and could be deployed for real-time
healthcare monitoring applications.
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Using a controlled setting that mimicked real-
world scenarios, the proposed system was
evaluated for its effectiveness in monitoring
and responding to emergencies. The assess-
ment centred around the precision, dependa-
bility, and usability of the system. The sys-
tem architecture shown in Figure 4 integrates
the biomedical and environmental sensors
with the loT communication and shows de-
scriptions of the data flow among compo-
nents, emphasizing the real-time processing
of data.

O | [ seantrate x IS5

< C @A @ localhost888/health/HR/rtm/rtm.php

Real-Time Monitoring

The biomedical sensors were validated
against medical-grade devices and were
found to be accurate. For instance, heart rate
readings had a 98% correlation and SpO2
levels, with an average error below 2%. En-
vironmental sensors monitored changes in air
quality and humidity and issued those alerts
when it detected them (see Figure 5). For in-
stance, Figure 6 shows a case in which air
guality suffered anomalies and our system
successfully generated an emergency notifi-
cation.

< =] x

o o e m 0 8 (ermd -

e
Y

IriNC
siat
LIUEE DK

atient Temperature

~ Patient Environment Real-Time Monitoring

ON ON

Everything is Normal

Figure (5) : Real-time monitoring and emergency notification system at normal state
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Figure (6) : Real-time monitoring and emergency notification system at abnormal humidity
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5.1 Fall Detection

As shown in Figure 7, the fall detection mechanism reached a detection accuracy of 96%
out of 50 tests. It correctly distinguished between genuine falls and jarring but harmless
motions, reducing the number of false positives.
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& C @ localhost:388/health/HR/rtm/rtm.php * = @ (:)
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Figure (7) : Real-time monitoring and emergency notification system when fall was detected

5.2 Response Time

Emergency notifications sent in response to threshold breaches or fall events were received in an
average of 4.3 seconds (see Figures 8, 9, 10), where the application was shown with an emergency
alert in pass-through mode.

Md ¢ o @

GSM Node

GSM Node

192.168.0.107:888]

ON

Shock value=12.603078
Orientation= Vertical
Fall Detection =False

Everything is Normal

Figure (8) : Android smartphone application at normal state
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GSM Node

192.168.0.107:888|

ON

Shock value=11.252748
Orientation= Horizontal
Fall Detection =True

send SMS

Figure (9) : Android smartphone application when fall was detected
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Figure (10) : Emergency contact when receiving the emergency notification for fall detection
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5.3 User Experience
Both user interfaces of the system were eval-

uated for wusability and include the
smartphone application and the web dash-
board. Caregivers reported that the interfaces
were intuitive, and enabled real-time updates
and access to historical data. Such a thorough
evaluation confirms the robustness, reliabil-
ity, and suitability of the proposed system
during continuous healthcare monitoring in
various scenarios.

6. Conclusion

The proposed system effectively addresses
the limitations of traditional healthcare moni-
toring solutions by providing an affordable,
scalable, and comprehensive alternative. Un-
like conventional systems that rely on expen-
sive standalone devices and necessitate fre-
guent hospital visits, the proposed loT-based
solution significantly reduces costs by utiliz-
ing low-cost components, with the total
hardware cost remaining under $50. Addi-
tionally, it eliminates the need for complex
installations and maintenance expenses
through wireless operation. Beyond cost effi-
ciency, the system enhances healthcare deliv-
ery by integrating biomedical sensors for vital
sign monitoring and environmental sensors
for tracking air quality and humidity. Real-
time alerts via loT-enabled notification sys-
tems improve patient safety, particularly ben-
efiting elderly and disabled individuals who
require continuous monitoring. Furthermore,
its modular design allows for future expan-
sion, supporting additional sensors such as
ECG and GPS tracking. This adaptability not
only enhances healthcare accessibility but
also reduces operational costs, making quality
healthcare more affordable and accessible,
especially for underserved communities.
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