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Abstract

Communications today has been done among millions of users using many
application devices like internet or satellite communication channels, the services they can
transform many varieties of files like text, images, videos, and audio among different places.
Therefore the security of data has been of extreme importance in today’s information-
based society, including the fields of military, diplomacy, corporation, medicine, and etc....

A form of data hiding is steganography, which is contemporary way for protecting the
information by embedding data into digital media for the purpose of copyright, and sending
secret messages.

In this paper a scheme of steganography system for hiding secret text message in audio file
WAV, (Windows Audio Visual) format is proposed, the hiding mechanism was based on
using Low-Bit Encoding (LSB) Least Significant Bit substitution techniques.

To support the immunity of the hiding system, encryption methods with some other
support methods (i.e., hiding and hopping) were added to the proposed hiding system, a
pseudo random number generator has been designed and implemented to generate non-
uniform integer jumps between successive hiding events. The jumps mechanism of the
suggested generator is based on the linear feedback shift register of length 23 with
feedback function F(x)=1+X+X* produce the maximum period 2%3-1= 8388607.

Keywords: ciphertext, cryptography, decryption, encryption , PCM, plaintext,
steganography.
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1- Introduction

Steganograph (literally, covered writing) is the hiding of secret messages within another
seemingly innocuous message, or carrier (cover). Digital carriers include email, audio, and video
messages, disk space, disk partitions, and images [1].

The subjective quality of the audio data depending on our hearing sense could not recognize
all voices and noises that are accompanied with original wave media. Data hiding in audio signals
are especial challenge, because the (HAS) Human Auditory System operates over a wide dynamic
range. The HAS perceives over a range of power greater than billion to one and range of
frequencies greater than one thousand to one.[2]

Sensitivity to additive random noise is also acute. When performing data hiding on audio, one
must exploit the weakness of the HAS, while at the same time being aware of extreme sensitivity
of the human auditory system. [3]

In this research has been the builder a hiding system of secret messages in wave files without
producing any significant distortion

2 —Least Significant Bit Encoding (LSB)

Low-bit encoding is the simplest way to embed data into other data structure. By replacing
the least significant bit of each sampling point by a code binary string, we can encode a large
amount of data in an audio signal. The bit rate will be 8 Kbps in an 8KHz sampled sequence and
44Kbps in a 44KHz sampled sequence.[4]

The simple algorithm of LSB for low-bit encoding is as follows :

e Represent the object as vector of integers.

e Change the least significant bit in either all or some integers to represent a 1 or 0 in the
mark

Depending on the amount of embedded information and the amount when the wave media

carries, it is quite unperceivable. For example the first thing to do is to hide an ASCII code of A,
which represent 01000001, and then part of wave media cover data will be

(11101011 10001011 10101010 11001010 10001010 10112101 111121211 01001111)

After information is hidden the wave file will be

(11101010 10001011 10101010 11001010 10001010 10111100 11111110 01001111)
3 - Wave PCM Sound file Format

The most popular waveform coding technique used to present the human speech using Pulse
Code Modulation (PCM).[3]
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The WAVE file format is a subset of Microsoft’s RIFF specification for the storage of multimedia

files. A (RIFF) resource enter change file starts out with a file header followed by a sequence of
data chunks as shown in figure (1). A WAVE file is often just a RIFF file with a single “WAVE” chunk
which consists of two sub-chunks—a “fmt” chunk specifying the data format and a “data” chunk

containing the actual sample data which is the “canonical form”. As shown on table. (1)

File offset Field
(byte) size
Field name (byte) The RIFF chunk descriptor
0 Chunk ID 4 The "RIFF” chunk descriptor
a Chunk size a The format o'f concern here is “WAVE “, which
3 Format a requires two sub-chunks:”fmt” and “data”
12 SubChunk1ID 4 The “fmt” sub-chunk
16 SubChunk1size 4
20 Audio Format 4 Describes the format of the sound information in
22 Num Channels 2 the data sub-chunk
24 Sample Rate 2
28 Byte Rate 4
32 Block Align 2
34 Bit spersample 2
36 SubChunk2ID 4 The “data’ sub-chunk
40 SubChunk2size 4
Indicates the size of the sound information and
® contains the raw sound data
N
Data &
<
a4 5
-
(%]
]
>
wv

Figure (1) The Canonical WAVE file format [4]

4 - Linear Feedback Shift Register

A commonly used method for generating binary sequences, especially pseudo-random

sequences, is to feed a binary function of the state of a shift register back to its input. The stages

of shift register serve as the input of logical circuit whose output is connected to the input of the

shift register. Shown in figure (2)

An n-stage shift register sq,s3, ...,55.1. The contents of the stages change in time with a clock

pulse according to the rule:

Let Si(t) denote the content of si after the t™ time pulse (t=0,1,2,...).

Sp-1(t+1)=f(coso(t), cis1(t),...

Cn-15n-1(t)), where the c; are all specified as 0 or 1.
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The function build is called the feedback function of the register and if
f(s0,51, ...,Sn-1)=CoSo+C1S1+...4Cn-15n-1 then the register called linear register. This is represented by the
¢i=1 denotes a closed connection and c¢;=0 an open one.[6]

1(80.81, ....Sp-1)=CoSgTC181T. .. TCp18n 1

o) Cl 0 s - o oo - - m

S0 ) R T —— Sn.l e

Figure (2) : Linear feed back shift register

A assume co=1 so that s,(t+1) is dependent on sg(t). Let si=so(t), an infinite binary

sequence denoted s; satisfy the linear recurrence relation as s, = nz_icisH , for
i=0
t=0,1,....n. |
The shift register has been identified as characteristic polynomial as shown [8].
F(x)=1+C1Xx+Cox°+...4Cn. X 24X (remembering co=1).

5 - Cryptography

Steganography is a way that deals with finding the best place in cover media to
hide data.lf the data encrypted before hiding it, this will give more security immunity to
the cover data.

In this paper research, before hiding the secret data were encrypted by using stream
cipher generator. [7]

5.1 - Stream Cipher

One of the cryptographic primitives used to ensure secure communication over
public and unsecured channels (such internet, mobile) is the stream cipher. In a stream
cipher the plaintext is encrypted on bit by bit basis. In the encrypting of data flow
transmitted, the key is fed into an algorithm called running key generator (RKG) to
generate a long pseudorandom binary sequence. This “Key Stream” is then mixed with
the plaintext sequence, usually by using exclusive-or (XOR bitwise module 2 additions)
logic gate, to produce the cipher text. A typical stream cipher is shown in figure (3)
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Figure (3) Stream Cipher

A common type of RKG employed in stream cipher system consists of n (mostly maximum length)
LFSRs whose output sequences are combined in a nonlinear function F to produce the key stream.[7]

5.2- Encryption and Decryption

Cryptographic algorithm have been carefully designed for maximum security, it divide into two
subsystem:

Driving subsystem, which are consists of 8-LFSRs with maximum period are corresponding feedback

polynomials
Fa(X)=14+X 24X F(X)= 143343
F3(X)= 1+X24+X*° Fa(X)= 143+
Fs(x)= 1+X°+X* Fo(X)= 14X°4X2
Fo(x)= 1+XM4+XY Fa(X)= 14X X 74X 84X

The second subsystem is non-linear compost combining subsystem F. which represent a 2D matrix 16x8
bits each bit addressed by driving subsystem, the output determined through the intersection of row by
first 4 LFSRs (0..15 row) and column by next 3 LFSRs (0..7 row) the result mixed with the output of the
register 8 using x or to produce the key sequence, as shown in figure (4)

6 - iginal cod
T bs by b3 by by My
bs by b3 by b Ay
bs by bashs hathy byths by + e [ by

New extended
code Shit

as ag as ay ai a; ap ap

Cryptographic Algorithm

Build a coding table of 6-bit has been build of printable keyboard characters as in the coding
table(1). The basic key is 16-character of 6-bit extended into 8-bit by using the original character shift left 2
bits and x.

10
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Example:

After extended the basic key ino 128 bits we use this bits to initial the driving and the nonlinear combining

parts, each shift of driving subsystem will produce one bit output from combining and then to produce key

bit.
original code
6bit bs by
bs b, bs
bs by,  bs.bs b,+b, b,+b; bg + b, b,
New extended

code 8bit ¥ % A %
dec | code | hinary dec | code Binary Dec code binary dec code binary
0 5 | 000000 16 T 010000 32 £ 100000 48 3 110000
1 g | 000001 17 9 010001 i3 c 100001 49 d 110001
2 t | 000010 18 ! 010010 34 8 100010 50 J 110010
3 o | 000011 19 m 010011 35 7 100011 51 H 110011
4 = | 000100 20 Q 010100 k1] 0 100100 5 k 110100
5 g | 000101 21 c 010101 37 n 100101 53 L 110101
6 o | 000110 22 v 010110 as G 100110 54 E 110110
7 wo | 000111 23 010111 39 X 100111 55 E 110111
8 2 | 001000 24 i 011000 40 z 101000 56 & 111000
9 o | 001001 25 b 011001 41 5 101001 57 v 111001
10 5 | 001010 26 M 011010 42 D 101010 58 e 111010
11 1 | 001011 27 v | 011011 43 F (101011 3 r 111011
12 z | 001100 28 W 011100 44 I 101100 60 space | 111100
13 4 (001101 20 F | 011101 45 = [ 101101 61 h 111101
14 £ | 001110 30 1 | 011110 46 = | 101110 62 3 111110
15 v | 001111 31 | 011111 47 z 101111 63 [} 111111

Table (1) Cryptographic Algorithm

11
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Figure (4) Cryptographic mechanism

7 - Hopping and Hiding

If the data embedding is done sequentially over the entire wave file (i.e. hiding in byte after byte), will
make the stego system very vulnerable against simple tools of steganalysis. Therefore jump with variable
(pseudo-random) length between successive hiding events will greatly increase the security level of stego
system. In this research a pseudo random number generator was designed and implemented to generate
non-uniform integer jumps between successive hiding events. The jumps mechanism of the suggested
generator is based on the linear feedback shift register of length 23 with feedback function F(x)=1+X+X>
produce the maximum period 2%*-1=8388607.[9]

i i

821 22 51

F 3

TN#=S51*21 + §;%22 +  + §332%3

Figure (3) : The jumps mechanism
12
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The Algorithms of the proposed system :-
Hiding poses
Step 1:read plan text
Step 2: split play text into an ASCII
Step 3 : covered each ASCI info eight bits
Step 4 : read he decimal six, bits key
Step 5 : shift key char 2 bit
Step 6 : hopping the eight bits with R key G inside audio cover
Step 7 : hide the cipher text bit in the LSB of determined Audio byte
Step 8: if plan file finished
go tostep 9 etc
go to step 6
extracting process
step 9 : hopping inside Audio file (cover)
step 10 : mask with LSB of determined audio byte and extract the cipher text bit
step 11 : extract hix decimal key of six bits code
step 12 : shift key char 2 bit left then mixed it with the original by using XOR
step 13: collect bit into ASCII code
step 14 : if cipher text finished
go to step 15 etc
gotostep9
step 15 : end
8 - The proposed system

The block diagram explains how to hide the message and how to extract it shown in figure (6)

13
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| .
: Split a Plaintext into an Eey J Kay :
| n-ASCII characters I6of 6-bitscode | 0y| 16 of 6-bits code :
J
I I
I Shift key char 1 bit l=ft : : Shift kev char 2 bit left I
I Convert sach ASCTTinto § bis _ Them Then I
I B P.i P, P, P, P by, By | | Moxeditwith the origmal | V| ppeood st vith the origina |
I Py Pog Pas Poy Py Py By Py by using XOR :I by using XOR I
. |
: I |
I g !
I
| | PP PP PLPPL R, RKG :: RKG |
: | !
I > g !
1 J
I Collect
| - v * h ¥ each & :
| h 63" bit into Ciphertext,
I ' £ ASCII finishe !
I Hopping inside Audio file (cover) i code |
i
I 1
|
I + Mask with LSB of
, Hide the Cipher text bit in the LSB of N determined sudio byte :
I determined audio byte )| and extract the cipher I
I i temt bit I
|
|
| Iy t :
|
: Flain file Iy .| Hepping insids Audio fil= ¥ |
|
| |
I I
I |

finished T (cover)
]
J

o Bl I I I R T L L

Figure (6) The block diagram of proposed system

9 - Fidelity Criteria

Signal-to-noise (SNR) measures are estimates of the quality of a quality reconstructed image compared
with an original image. Reconstructed images with higher metrices are judged better quality. Traditional
SNR measures do not equate.

First compute the mean squared error (MSE) of the reconstructed audio as follows:

N2

............ D)

The summuation is over all signals. The root mean square error (RMSE) is the square root of MSE.

PSNR in decibels (dB) is computed by using:

14
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PSNR = 20PSNR =20loglo _L-1¥* (2)
RMSE
L: Max Value
20SNR =2mog1ﬂ[—mmm J ......... .(3)
RMSE

Mean absolute error (MAE) can the measure the quality to the different of a reconstructed audio
compared with one original audio, the value of this measure be between 1 and 0, the actual value be good if
the value near from zero.

Hidden data Bit
Total Coversize (samole)

MAF =Bit Per Sample BPS=————o— (9

Typical PSNR values range will be greater than or equal to 50 .They are usually reported to two decimal
points (e.g 25.47). The actual value is not meaningful, but the comparison between two values for different
constructed audio signals gives one measure of quality. An informal threshold of 0.5 dB PSNR is used to
decide whether to incorporate a coding optimization because they believed that an improvement of that
magnitude would be visible.

The data hiding in wave data, and samples, the following table (2) illustrates the PSNR, MSE, and BPS
results for eight types of data with different sizes are hidden in a “boop.wav” file whose size is (79561).

“boop” file whose size is (64162 byte).
File Length(byte) MSE PSNR BPS SNR
1 1925 0.01 68 0.19 66
2 3208 0.02 65 0.32 64
3 6416 0.04 62 0.64 61
4 8341 0.05 61 0.83 59
5 10266 0.07 60 1.03 58
6 12832 0.08 59 1.29 57
7 17324 0.1 58 1.74 55
8 19249 0.11 58 1.93 55

Table (2) : Output result of MSE,BPS, SNR and PSNR

15
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The general structure of the proposed system is illustrated in figure (6) it consists of two basic modules:

hiding and extraction modules . The input to this system are the cover file (wave file) and secret file (binary

file) . These input are processed in the hiding part with various operations to produced stego wave file .

The stego audio entered to extraction stage is processed through a set of operations to retrieve the secret
data.

10- Conclusions:-

From the test results listed in propose system the following remarks wave derived

1- Hiding in voiced block sample is more suitable to avoid noise occurrence which is more probably
happen when unvoiced blocks are used as host area.

2- Large threshold value provide more power in cover audio signal by avoiding unvoiced blocks and
increased correct retrieved bits but decreased in hiding.

3- The results show acceptable hiding performance and the quality of reconstructed wave file is not
subjectively different from the original wave.
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